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Introduction

This Application Note provides a walkthrough for editing Internet Explore and Java
Control Panel settings for proper compatibility with the Java Applet used by Mitsubishi
Electric Cooling & Heating central controllers to manage indoor units and accessories.

Mitsubishi Electric Cooling & Heating recommends and supports the use of Internet
Explorer to access the central controller's webpage.

This Application Note was created based on Windows Internet Explorer 11 and Java

Version 8 Update 71. It is important that the Java software is up to date. Please use
Java Version 8 Update 31 or later.
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Compatibility Mode

Enable Compatibility Mode by clicking the icon on the right side of the Address Bar.

Compatibility View: websites designed for older browsers will often look better,
and problems such as out-of-place menus, images, or text will be corrected.

S

Figure 1: Eompatibility View

Internet Explorer Security Settings

The URL of the central controller needs to be added to the Trusted Sites list. First, click
on the gear icon on the top right of the Internet Explore window and select Internet
options as shown in Figure 2.
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Figure 2: IE Settings
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A window will pop up with your Internet Options as shown in Figure 3.
'lnterrietOptans m

General | security | Pivacy | Content | Connections | Programs | advanced |

Home page
(’% To create home page tabs, type each address on its own line.
AL
o hitp:/\www. mehvac com/| -
[_ Use current ] [ Use default ] [ Use blank
Browsing history

_g’ " Delete temporary files, history, cockies, saved passwords,
W) and web form information.

[ Delete browsing history on exit

Deete... [ Setings |

Search

p Change search defaults,
Tabs

" || Change how webpages are displayed in

tabs,
Appearance
[ coos | [ tonmoges | [ rons | [ Accessbity ]
[ o [ conel ]| aoply |

Figure 3: Internet Options

Click on the Security tab and then select Trusted Sites. Reduce your Security level for
Trusted Sites to Low as shown in the Figure 4. Then click on the Sites buttons.
(lnten'\etOptiDns M

| General | Security | privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ & v 0O

Internet  Local intranet Restricted
sites

Trusted sites
“J This zone contains websites that you =
trust not to damage your computer or
your files.
You have websites in this zone,
Security level for this zone
Allowed levels for this zone: All

Low
- Minimal safeguards and warning prompts are provided
- Most content is downloaded and run without prompts
- All active content can run

s - Appropriate for sites that you absolutely trust

[T1Enable Protected Mode {requires restarting Internet Explorer)
[ customlevel... | [ Defaultievel |

[ Resetallzones to defaultievel |

Lo ][ caneet || 2y |

Figure 4: Security Tab
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The Trusted Sites window will pop up shown in Figure 5. Uncheck the check box for
Require server verification (https:) for all sites in the zone. Enter the URL of your central
controllers’ one at a time into the Add this website to the zone field then click the Add
button. Once you have finished adding all the URLs of the central controllers, click the

Close button. Then click the OK button of the Internet Options window.
rTrusned sites u

You can add and remove websites from this zone. All websites in
. this zone will use the zone's security settings.

Add this website to the zone:

http://192168.1.1 | Add |
= Spmweb.com - | Remove |
=.iconf.net

*.incontact.com

*.mea.com
o e

-

Require server verification (https:) for all sites in this zone

Figure 5: Trusted Sites

Java Control Panel Security Settings

Open your control panel by clicking the Start button then clicking Control Panel.
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Figure 6: Start
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While insidq of the Control Panel, click on the Java Control Panel link.

{ FL} @ v Control Panel » All Control Panel ltems »
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Figure 7: Control Panel
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Once the Java Control panel opens, select the Security tab. Change the security level to
High. Then click on the Edit Site List... button.

January 2016

[#] Enable Java contentin the browser

Security level for applications not on the Exception Site list

(7 Very High (]
Only Java applications identified by a certificate from a trusted authority are allowed to run,
and enly if the certificate can be verified as not revoked.
(@ High
Java applications identified by a certificate from a trusted authority are allowed to run, even if
the revocation status of the certificate cannot be verified.
Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.
http://192.168.1.1 -
http://192. 168, 1.2
http://192. 168.1.4 -
Restore Security Prompts | [ Manage Certificates...
[ oc ) [ canee || weon ||

Figure 8: Java Control Panel
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Click on the Add button and then enter the URL of the central controller. Once you have
entered the first URL, click on the Add button again to continue to add more central

controller URLs. Add both the unsecured (http://) and secured (https://) URLs into the
Exception Site List.

F ™
| %] Exception Site List =

Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts,

Location

[rttp: /152, 168.1.2
[ittp: /152, 168. 1.3
fittp: /152, 168, 1.4
fittp://132. 168, 1.5
fittps://192. 168, 1.1
tips://152. 168, 1.2
Ritips://192. 165, 1.5
Rtips://192. 168, L4
Fitlps://192. 168, L5

W

m

i

(kg FILE and HTTP protocols are considered a security risk. —
We recommend using HTTPS sites where available. Add entries in the table

o) (o]

Figure 9: Exception Site List

Once all of the URLSs have been entered into the Exception Site List, click on the OK
button and OK button for the Java Control Panel.

You have successfully adjusted the security settings of Java. This allows for proper

operation of the Java Applet used by the central controllers to manage indoor units and
accessories.

January 2016 Application Note: 3032

©2016 Mitsubishi Electric & Electronics USA, Inc.
Page |7



COOLING & HEATING

APPLICATION NOTES o s WEATING

Example Browser Pages

£100% -

Figure 10: Login Page Starting

[ESSEa ™

a‘ -|4 hitp://192.1€8.11 /=n/administrator.htrrl p-BEX || __IMITSUBTSHI A Cundiliune... ‘
MITSUISI
ELECTRIC

M Registration of Optional Functions

Type your user name and password.

User name |

Password |

Login

#100% -~

Figure 11: Login Page
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Figure 12: Indoor unit
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Schedule Settings
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Figure 13: Weekly Schedule
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